DEFARTMENT OF DEFENSE

CONTRACT SECURITY CLASSIFICATION SPECIFICATION
[The requirerments of the Dol fedusivial Securty Manual apply

to all securnity aspecis af this efforr.)

1. CLEARAMNCE AND SAFEGUARDING

a. FACILITY CLEARANCE REQUIRED
SECRET

b. LEVEL OF SAFEGUARDING REQUIRED
NA

2. THIS SPECIFICATION IS FOR: (¥ and compleis as appiicabis)

3. THIS SPECIFICATION IS: /¥ and compieie as apoicabisl

a. PRIME CONTRACT NUMEER
X FO1620-03-D0004

a. JRIGINAL (Compinte date i oF cases)

DATE £y ¥y i)

b. SUBCONTRACT MUMEBER

b. REWISED
fSuporsedes all
provisns specs)

REWISION WO

DATE (¥ ¥ ¥ ¥iildnn

e, SOLICITATION OR OTHER NUMBER
FO1620-02-R003]

DUE DATE (% ¥¥ ¥RAD0)

. FINAL {Compiers ftom 5 i all coseosi

DATE /¥ Y ¥yiddony

4. |15 THIS A FOLLOW-ON CONTRACT?

I YES

Classified material recsived or generated under

I X I WO, If ¥es, complete the following:

{Freceding Caniract Mumber is transferred to this follow-on gontract.

5. IS THIS A FAINAL DD FORM 25472 YES

In responss to the confractor’s reguest dated

WO, If ¥es, complete the following:

. retention of the classified matenal is authoresd for the paricd of

6. COMTRACTOR (iciwde Commercial and Government Entity (CAGE] Cado)

a. MAME, ADDRESS, AND ZIF CODE

Smartronix, Ine
22685 Three Notch Road, Suite E
California, MD 20619

b. CAGE CODE | c.
03MTE

Defense Security Service
938 ELkridge Road, Suite 310
Linthicum, MD 21090

COGMNIZANT SECURITY OFFICE fMame, Address, and Zip Codel

7. SUBCONTRACTOR

a. MAME, ADDRESE, AMD ZIP CODE

b. CAGE CODE e

COGNIZANT SECURITY OFFICE (Mama, Address, and Zip Cooel

8. ACTUAL PERFORMAMNCE

a. LOCATION

Primary work will be at Maxwell AFB-Gunter Annex.
AL. Additional sites will be determined by specific task
orders issued under this contract.

b. CAGE CODE [ c.

42 SPE/EPAI
130 West Selfridge
Maxwell AFB, AL 36112-6610

COGMNIZANT SECURITY OFFICE fSame, Address, and Zip Codej

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT

THIS IS A SAMPLE FORM FOR INFORMATION ONLY.

AN ACTUAL REQUIREMENT FOR COMPLETION WILL

BE AS IDENTIFIED ON SPECIFIC TASK ORDERS.

10. CONTRACTOR WILL REQLIRE ACCESS TO: ¥ES| NO |11, IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: YES | NO
[ T E ST TED THE s Tl OHE
a. COMMUMICATIONS SECURITY {COMSED] INFORMATION P I LTS s g1 i A e L ) X
k. RESTRICTED DATA X | b RECEIVE CLASSIFIED DOCUMENTS CMLY X
¢, CRITICAL NUCLEAR WEAFON DESIGH INFORMATION X | & RECEIVE AND GENERATE CLABSIFIED MATERIAL X
4. FORMERLY RESTRICTED DATA X | o FeBRCATE MODIFY, OR STORE CLASSIFIED HARDWARE X
. INTELLISENCE PIFORMATION o PEFFOFM SERVICES ONLY X
{1} Sensitive Comgatmented Inforaation 501} x| " gﬁg‘FETECFEEES L.II-::‘;.UPE\‘EEIE%SIDMS aliD TRLST TEFRITORES vE., X
- X | 9 S LTHOAIED T0 USE THE SERVICES OF DEFENSE TECHNICAL BPORMATION X
(2} Mon SCI CENTER [DTICI OR OTHER SECOMDARY DUS TRIBUTION CEMTER
t. SPECIAL ACCESS INFORMATION X | n REQWIRE A COMSEC ACCOUNT X
g MATO INFORMATION X | i HAVE TEMPEST REQUIREVENTS. X
h.  FORENGH GOVERNMENT INFORMATION X | i HAVE OPERATIONS SECURITY [DPSEC) RECUIREMENTS X
I LIMITED DISSEMIMATION IMFORMATICN X | . EE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE X
. FOR OFFICIAL USE OMLY INFORMATION X I. OTHER (Specify) X
k. OTHER (Spacify) .
X Reference block 13, Item 11L on reverse
Natification of Government security activity
required by FAR 25.204.2
DD FﬁHM 254, DEC 199§ PREVIOUS EDITIOM 15 OBSOLETE.




12. PUBLIC RELEASE. Any information folassifled or unciassifisd] pertaining to this contract shall not be released for public dissemination except as provided
by the Industrial Secunty Manuval or unless it has been approved for public release by appropoate LS, Sovemmeant authority. Proposed public releases shall

be submitted for approval prior to releass I | Direct I x | Through (Specifyd

H) S5G/PK
490 E. Moore Dr, Suite 270
MAFB-Gunter Armex, AL 36114-3000

to the Directorats for Freedom of Information and Seconty Review, Office of the Assistant Seoretary of Defenss (Public Sffairs)® for reviev.
“In the case of non-Dol User Agencies, requests for disclosure shall be submittsd to that agenoy.

13. SECURITY GUIDAMNCE. The sscurity classifiection guidance nesdad for this classified effort is identified balow. I any difficulty is encountered in applying
this quidance or if any other contributing factor indicatss a need for changes in this guidance, the contractor is authorized and sncowraged to provide
recommended changes; to challenge the guidance or the classification  assigned to any information or material furnished or generated under this contraat;
and to submit any gquesticns for interpretation of this guidance to the official ientified below. Pending final decision, the information involved shall be
handled and protected at the highest level of classification assigned or recommended. (&Y i as appropriste for the classifed offort. dftach, or forwand andor
Eaparate covrespondence, any dorumentsiguidesisvacts reforonced bersin. Add additioral pages ax neoded to provide complote qadance. )

Using contractor or activity will furnish complete classification guidance for the service to be performed. The highest level of

classification for the contractis SECRET. Individual task order will address any specific security requirements.

DOD 5220-22R, Industrial Security Regulation, DOD 5220-22M, National Industrial Security Program Operating Manual, Air
Force Policy Directive 31-6, Air Force Instruction 31-601, Industial Security Program Management, are all applicable to this
contract.

[tem 10J. For Official Use Only (FOUO) Information: Access to FOUD information may be required. When this access is required
it will be stated in the security section of the task order and coordinated with the specific Program Manager. FOUO material will be
maintained and controlled in accordance with DOD 5400.7/ Air Force Supplement, Freedom of Information Act Program.

Item 11L. Automated Information Systems: DOD military, civilian, consultants, and contractor personnel using unclassified
automated information systems must have, at a minimum, a National Ageney Check in accordance with DOD 5200 2R, Personnel
Security Program, January 1987, Those personnel requiring aceess to classified systems are subject to appropriate
background/security investigations.

HQ SSGMSS

42 SPS/SPAL

14. ADDITIONAL SECURITY REQUIREMENTS. FRequirements, in addition to |38 reguirements, are sstablished for this contract. x ! fas I Mo
(¥ ¥os, senify the porfent coniracival clavses m the confract decoment idfself, or growde an approprafe statemend winch smeniifies the o
mguirsments. Frovide @ copy of the regairemenis to the cognizant secunty office. Use ftem 1.3 if additional space is noeded. |

A long term visitor security group agreement will be executed between the installation commander or designator and the contractor.

15. INSPECTIONS. Elements of this contract are outside the inspection responsibility of the cognizant security office. X I Was I Mo
(i Vs, axplan and idondify specific aroas or sloments carved ouf ang dhe actvily responsible for inspoctions. Use Som 15 F additionsl space 15 neoded. |

42 SPS/SPATL will perform security inspections.

16. CERTIFICATION AND SIGMATURE. Security requirements stated herein are complete and adequate for safeguarding the classified
information to be released or generated under this classified effort. All gquestions shall be referred to the official named below.

a. TYPED NAME OF CERTIFYING OFFICIAL b. TITLE o. TELEPHOMNE firciude drea Codo)

Contracting Officer or Program Manager

d. ADDRESS fnchude Fin Codlel 17. REQUIRED DISTRIBUTION
a. COMTRACTOR
b SUBCOMTRACTOR

. COGNIZANT SECURITY OFFICE FOR FRIME AMD SUBCONTRACTOR

=]

e, SIGNATURE U.5. ACTIVITY RESFONSELE FOR OVERSEAS SECURITY ADMINISTRATION

. ADMINIETRATIVE CONTRACTIMG OFFICER

A e bk ke

-

. OTHERE &S NECEESARY

DD FORM 254 (BACK), DEC 1999 1



